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QUESTION 1

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users.

The company purchases a Microsoft 365 subscription.

You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Correct Answer:
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QUESTION 2

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. 

You create a Microsoft Defender for identity instance Contoso. 

The tenant contains the users shown in the following table. 

You need to modify the configuration of the Defender for identify sensors. 

Solutions: You instruct User3 to modify the Defender for identity sensor configuration. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 3

You have a Microsoft 365 E5 subscription. 

You create an account for a new security administrator named SecAdmin1. 
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You need to ensure that SecAdmin1 can manage Office 365 Advanced Threat Protection (ATP) settings and policies for
Microsoft Teams, SharePoint, and OneDrive. 

Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Teams Service Administrator role. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You need to assign the Security Administrator role. 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365- atp?view=o365-worldwide 

 

QUESTION 4

You have a Microsoft 365 E5 subscription. 

You plan to implement Microsoft Purview policies to meet the following requirements: 

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information
(PII). 

Report on shared documents that contain PII. 

What should you create? 

A. a data loss prevention (DLP) policy 

B. a retention policy 

C. an alert policy 

D. a Microsoft Defender for Cloud Apps policy 

Correct Answer: A 

Demonstrate data protection 

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP
policies, you can automatically protect sensitive information across Microsoft 365. 

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is
stored in your environment and how your employees are permitted to handle it represents one level of information
protection 

using Office 365 DLP. 

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in
SharePoint Online in Phase 2 and when you attempt to send an email containing IBANs. 
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From the Security and Compliance tab of your browser, click Home. 

Click Data loss prevention > Policy. 

Click + Create a policy. 

In Start with a template or create a custom policy, click Custom > Custom policy > Next. 

In Name your policy, provide the following details and then click Next: a. Name: 

EU Citizen PII Policy b. Description: Protect the personally identifiable information of European citizens 

Etc. 

Reference: 

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection- reporting-in-office365-dev-test-
environment 

 

QUESTION 5

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run
Windows Server 2019. The functional level of the forest and the domain is Windows Server 2012 R2. 

The domain contains 100 computers that run Windows 10 and a member server named Server1 that runs Windows
Server 2012 R2. 

You plan to use Server1 to manage the domain and to configure Windows 10 Group Policy settings. 

You install the Group Policy Management Console (GPMC) on Server1. 

You need to configure the Windows Update for Business Group Policy settings on Server1. 

Solution: You raise the forest functional level to Windows Server 2016. You copy the Group Policy Administrative
Templates from a Windows 10 computer to the Netlogon share on all the domain controllers. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 6

HOTSPOT

You have a Microsoft 365 Enterprise E5 subscription.

You add a cloud-based app named App1 to the Azure AD enterprise applications list.
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You need to ensure that two-step verification is enforced for all user accounts the next time they connect to App1.

Which three settings should you configure from the policy? To answer, select the appropriate settings in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Correct Answer:
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QUESTION 7

Your company has a Microsoft 365 subscription. 
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You need to identify all the users in the subscription who are licensed for Office 365 through a group membership. The
solution must include the name of the group used to assign the license. 

What should you use? 

A. Active users in the Microsoft 365 admin center 

B. Reports in Microsoft Purview compliance portal 

C. the Licenses blade in the Microsoft Entra admin center 

D. Reports in the Microsoft 365 admin center 

Correct Answer: C 

There is no license report in "Reports in the Microsoft 365 admin center". https://entra.microsoft.com > Billing > Licenses
> All Products > Open License > Licensed groups 

 

QUESTION 8

You have a Microsoft 365 E5 subscription that contains the following user: 

Name: User1 UPN: user1@contoso.com Email address: user1@marketmg.contoso.com MFA enrollment status:
Disabled When User1 attempts to sign in to Outlook on the web by using the user1@marketing.contoso.com email
address, the user cannot sign in. 

You need to ensure that User1 can sign in to Outlook on the web by using user1@marketing.contoso.com. What should
you do? 

A. Assign an MFA registration policy to User1. 

B. Reset the password of User1. 

C. Add an alternate email address for User1. 

D. Modify the UPN of User1. 

Correct Answer: D 

Microsoft\\'s recommended best practices are to match UPN to primary SMTP address. This article addresses the small
percentage of customers that cannot remediate UPN\\'s to match. 

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter
than a distinguished name and easier to remember. By convention, this should map to the user\\'s email name. The
point of 

the UPN is to consolidate the email and logon namespaces so that the user only needs to remember a single name. 

Configure the Azure AD multifactor authentication registration policy Azure Active Directory (Azure AD) Identity
Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional 

Access policy to require MFA registration no matter what modern authentication app you\\'re signing in to. 

Reference: 
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https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname 

 

QUESTION 9

HOTSPOT

Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE; Each correct selection is worth one point.

Hot Area:

Correct Answer:
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QUESTION 10

HOTSPOT

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

The device compliance policies in Endpoint Manager are configured as shown in the following table.

The device compliance policies have the assignments shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point.

Hot Area:
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Correct Answer:

 

QUESTION 11

You have the sensitivity labels shown in the following exhibit. 
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Which labels can users apply to content? 

A. Label3, Label4, and Label6 only 

B. Label1, Label2. Label3. Label4. Label5. and Label6 

C. Label1, Label2, and Label5 only 

D. Label1, Label3, Label4, and Label6 only 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365- worldwide 

 

QUESTION 12

You have a Microsoft 365 subscription. 

You discover that some external users accessed center for a Microsoft SharePoint site. 

You modify the sharePoint sharing policy to prevent sharing, outside your organization. 
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You need to be notified if the SharePoint sharing policy is modified in the future. 

Solution: From the Security $ Compliance admin center you create a threat management policy. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 13

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to ensure that users can select a department
when they enroll their device in Intune. What should you create? 

A. scope tags 

B. device configuration profiles 

C. device categories 

D. device compliance policies 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/mem/intune/enrollment/device-group-mapping 

 

QUESTION 14

You have a Microsoft 365 E5 tenant. 

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where
the policy will be applied. 

You need to deploy the policy. 

What should you do first? 

A. Review the sensitive information in Activity explorer 

B. Turn on the policy 

C. Run the policy in simulation mode 

D. Configure Azure Information Protection analytics 

Correct Answer: C 

Reference: 
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https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label- automatically?view=o365-worldwide 

 

QUESTION 15

You have a Microsoft 365 tenant. 

You plan to implement Endpoint Protection device configuration profiles. 

Which platform can you manage by using the profile? 

A. Ubuntu Linux 

B. macOS 

C. iOS 

D. Android 

Correct Answer: B 

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices 

Note: 

There are several versions of this question in the exam. The question has two possible correct answers: 

Windows 10 

macOS 

Other incorrect answer options you may see on the exam include the following: 

Android Enterprise 

Windows 8.1 

Reference: 

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure 
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