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QUESTION 1
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
In software as a service (Saas), applying service packs to applications is the O Qo
responsibility of the organization.
In infrastructure as a service (1aas), managing the physical network is the Q o
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information O O

and data is the responsibility of the organization.

Correct Answer:

Statements Yes No
In software as a service (Saas), applying service packs to applications is the O O
responsibility of the organization.
In infrastructure as a service (laasS), managing the physical network is the IO O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information |C‘.ﬁ Q

and data is the responsibility of the organization.

QUESTION 2

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer
presents a complete solution. NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization\\'s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.
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D. Apply security baselines to devices.
Correct Answer: AC

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-worldwide

QUESTION 3

Which compliance feature should you use to identify documents that are employee resumes?
A. pre-trained classifiers

B. Content explorer

C. Activity explorer

D. eDiscovery

Correct Answer: A

Microsoft Information Protection - Trainable Classifiers

Leverage user-friendly, pre-trained or trainable Machine Learning classifiers to identify various types of content in your
organization.

Microsoft provides a list of classifiers which are pre-trained (based on sample documents like Legal, Finance,
Manufacturing, Supply Chain etc.) and use Machine Learning to identify the classification of the documents in user-
configured

target locations.

Incorrect:

Not B: How is activity explorer helpful to a compliance administrator?

Activity explorer provides a historical view of activities on your labeled content. The activity information is collected from
the Microsoft 365 unified audit logs, transformed, and made available in the Activity explorer Ul.

Creating a custom trainable classifier first involves giving it samples that are human picked and positively match the
category.

Not C: Electronic discovery, or eDiscovery, is the process of identifying and delivering electronic information that can be
used as evidence in legal cases.

Not D: Content explorer shows a current snapshot of the items that have a sensitivity label, a retention label or have
been classified as a sensitive information type in your organization.

Reference: https://www.infotechtion.com/post/microsoft-trainable-classifiers

QUESTION 4

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are
enforced? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.
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A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Correct Answer: BC

Security defaults make it easy to protect your organization with the following preconfigured security settings:
1.

Requiring all users to register for Azure AD Multi-Factor Authentication.

2.

Requiring administrators to do multi-factor authentication.

3.

Blocking legacy authentication protocols.

4,

Requiring users to do multi-factor authentication when necessary.

5.

Protecting privileged activities like access to the Azure portal.

QUESTION 5

What is a characteristic of a sensitivity label in Microsoft 365?
A. encrypted

B. restricted to predefined categories

C. persistent

Correct Answer: C

How sensitivity labels work in Power Bl

When you apply a sensitivity label to Power Bl content and files, it\\'s similar to applying a tag on that resource that has
the following benefits:

Customizable - you can create categories for different levels of sensitive content in your organization, such as Personal,
Public, General, Confidential, and Highly Confidential.

Clear text - since the label is in clear text, it\\'s easy for users to understand how to treat the content according to
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sensitivity label guidelines.

Persistent - after a sensitivity label has been applied to content, it accompanies that content when it\\'s exported to
Excel, PowerPoint and PDF files, downloaded to .pbix, or saved (in Desktop) and becomes the basis for applying and
enforcing

policies.

Reference: https://docs.microsoft.com/en-us/power-bi/enterprise/service-security-sensitivity-label-overview

QUESTION 6

You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?
A. an SSH client

B. PowerShell remoting

C. the Azure portal

D. the Remote Desktop Connection client

Correct Answer: C

You can create an RDP connection to a Windows VM using Azure Bastion.

Reference: https://docs.microsoft.com/en-us/azure/bastion/bastion-connect-vm-rdp-windows

QUESTION 7
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point.

Hot Area:

Yes No

You can use information barriers with Microsoft Exchange. (O

You can use information barriers with Microsoft SharePoint. D

O O ©

You can use information barriers with Microsoft Teams. ()

Correct Answer:
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Yes No

You can use information barriers with Microsoft Exchange. (O O
You can use information barriers with Microsoft SharePoint.

You can use information barriers with Microsoft Teams. (O O

Box 1: No

Information barriers and Exchange Online

IB policies aren\\'t available to restrict communication and collaboration between groups and users in email messages.
Box 2: Yes

Microsoft Purview Information Barriers (IB) is a compliance solution that allows you to restrict two-way communication
and collaboration between groups and users in Microsoft Teams, SharePoint, and OneDrive.

Box 3: Yes

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers?view=0365-worldwide

QUESTION 8

What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (LOB) applications that require modern authentication

B. computer accounts

C. software as a service (SaaS) applications that require modern authentication
D. mobile devices

Correct Answer: B

What is computer account in Active Directory?
A computer account represents your desktop or laptop computer to the Active Directory.
Reference:

https://commons.lbl.gov/display/itfag/Active+Directory
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QUESTION 9

What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.

NOTE: Each correct selection is worth one point.
A. automated investigation and remediation

B. transport encryption

C. shadow IT detection

D. attack surface reduction

Correct Answer: AD

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-

endpoint?view=0365-worldwide

QUESTION 10

HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

You can use dynamic groups

in Azure Active Directory
(Azure AD) to automate the

access

object

privileged access

Correct Answer:
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Answer Area
You can use dynamic groups lifecycle process.
in Azure Active Directory
(Azure AD) to automate the am:;ess
object
privileged access

QUESTION 11

You have a Microsoft 365 E5 tenant that uses a domain named contoso.com.

A user named Userl sends link-based, branded emails that are encrypted by using Microsoft Office 365 Advanced
Message Encryption to the recipients shown in the following table.

Name Email address
Recipientl Recipientl@contoso.com
Recipient? Recipient2@fabrikam.onmicrosoft.com
Recipient3 | Recipient3@outlook.com
Recipientd | Recipientd@gmail.com

For which recipients can Userl revoke the emails?

A. Recipient4 only

B. Recipientl only

C. Recipientl, Recipient2, Recipient3, and Recipient4

D. Recipient3 and Recipient4 only

E. Recipientl and Recipient2 only

Correct Answer: A
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Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/revoke-ome-encrypted-
mail?view=0365-worldwide

QUESTION 12
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes
Conditional access policies can use the device state as a signal. @)

Conditional access policies apply before first-factor authentication is O
complete.

Conditional access policies can trigger multi-factor authentication ®)
(MFA) if a user attempts to access a specific application.

Correct Answer:

Answer Area

Statements Yes

Conditional access policies can use the device state as a signal. | ®) |

Conditional access policies apply before first-factor authentication is O
complete.

Conditional access policies can trigger multi-factor authentication | ®)
(MFA) If a user attempts to access a specific application.

Box 1: Yes
Box 2: No
Conditional Access policies are enforced after first-factor authentication is completed.

Box 3: Yes
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

QUESTION 13

Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers
and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-learn-about-dip?view=0365-worldwide

QUESTION 14

What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information

C. enforcing device compliance

D. enforcing client app compliance

Correct Answer: B

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time
based on access and session policies. Based on this definition, the best answer for your question is B. enable limited

experiences, such as blocking download of sensitive information. https://learn.microsoft.com/en-us/azure/active-
directory/conditional-access/conceptconditional-access-session

QUESTION 15

You need to create a data loss prevention (DLP) policy. What should you use?
A. the Microsoft 365 admin center

B. the Microsoft Endpoint Manager admin center

C. the Microsoft 365 Defender portal

D. the Microsoft 365 Compliance center
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Correct Answer: A

"you can configure DLP policies for all workloads through the Microsoft Purview compliance portal,”
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy
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